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PHISHING WITH FEAR
SUPPLY CHAIN ATTACKS
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Hackers have goals.  Whether the goal is to steal data, earn financial rewards, 
manipulate information, or cause physical destruction, attackers seemly stop at 
nothing to get what they want. Much of the time, the easiest — and least detectable 

— method is to go after a third-party supplier instead of the target victim directly. 
Doing so allows hackers to achieve their goals without additional technical 
sophistication, especially if the partner has less robust security practices. 

Supply chain attacks, which exploit an organization’s weakest digital links, 
increasingly threatened organizations in recent years. Your email and digital 
communications with suppliers, partners, vendors and affiliates represent a 
significant risk to any organization — a risk made frighteningly clear by the recent 
SolarWinds and FireEye breaches.

With many organizations working with thousands of third parties, and with little 
visibility into each one’s security process, hackers are provided surreptitious 
opportunities to launch phishing campaigns and avoid detection. 

To improve your strategy for stopping seven types of common supply chain attacks, read on.

 

The Weakest Link: Your Partners

We at Area 1 see this trend of supply chain attacks only increasing.  
Our own service stopped upwards of a quarter billion dollars in supply  
chain-related fraudulent invoicing in 2020 alone.



EXAMPLES OF COMPANY BREACHES RESULTING FROM SUPPLY CHAIN ATTACKS:

WHAT ORIGINS AFFECTED CUSTOMERS

SOLARWINDS  
attack resulted in 

250+ ORGANIZATIONS 
BREACHED

A hacked SolarWinds product 
enabled attackers to deliver 

malware to SolarWinds’ 
customers. The hacker group 

behind the attack (APT 29 / Cozy 
Bear) also conducted a supply 

chain attack on Microsoft cloud 
services to breach other victims.

CANON  
attack leaks 

DIRECT DEPOSIT FORMS,  
TAX FORMS, DRIVERS 
LICENSES, PASSPORTS

Attackers compromised 
one of Canon Business 

Process Services’ employee’s 
email accounts, which housed 
messages containing sensitive 

workflow documents. 

DEEPSOCIAL  
exposed 

235 MILLION SOCIAL 
MEDIA RECORDS

Third-party social media 
data broker Deep Social 

(now defunct) exposed profiles 
and personal information on a 
publicly accessible database.

VISSER  
breach exposed 

AEROSPACE AND  
DEFENSE IP

Precision parts  
manufacturer Visser  

suffered a ransomware 
attack resulting in 
stolen files and IP. 

LCP TRANSPORTATION 
breach exposed 

PERSONAL DATA OF  
31,000 HEALTHCARE 
PATIENTS

An LCP Transportation  
employee responded to 

phishing emails that gave  
a hacker remote access to 

accounts for more 
than a month.

https://www.securityweek.com/continuous-updates-everything-you-need-know-about-solarwinds-attack
https://www.cpomagazine.com/cyber-security/third-party-data-breach-of-ge-vendor-exposes-highly-sensitive-employee-information/
https://www.comparitech.com/blog/information-security/social-data-leak/
https://techcrunch.com/2020/03/01/visser-breach/
http://LCP Transportation
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Area 1’s unique insight into global campaigns and associated analytics of emergent phishing attacks allows  

us to protect our customers against these supply chain and partner-originated phishing attacks. 

A common tactic used by attackers is to take over accounts within partner organization, using that as leverage 

to breach the target organization. This creates a natural entrypoint for attackers to get inside the organization, 

since partner communications are usually trusted and often are bypassed from secondary inspections.

Compromised Accounts, URL Campaigns:  
 
Attackers will use the partner’s domain to send a phishing 

email, with a call-to-action that typically hosts a credential 

harvester or malicious payload. Area 1’s verdict engine 

enforces a range of checks to assess the veracity 

of the message using:

• Preemptive and instant crawling of the URLs and 

associated domains

• Malicious payload analytics and active content  

detection within the URLs

• Enhanced computer vision analytics and brand detections 

on form submission pages to detect  

active credential harvesters

• Link shortener analysis and deep link follow throughs  

to assess eventual landing points of the CTA pages

Detecting Supply Chain /  
Account Takeover Attacks

11 22 33

Continued on Next Page

In order to detect these, Area 1 employs a diverse set of analytics to understand the  
authenticity of the message across the        different supply chain phishing use cases:7

Compromised Partner 
IP / Domain space:  
 
Using our extensive crawling 

abilities and insight into 

global email traffic, Area 1 

can detect known good 

organizations, domains 

and IP addresses that 

have been compromised 

and are sending suspect 

messages. As they traverse 

through our filters, Area 1’s 

verdict engine will flag and 

stop these messages from 

reaching inboxes.

Compromised  
Partner Accounts:  
 
Area 1 maintains a continuous 

and dynamic list of email 

accounts and domains that  

are sending out phishing 

campaigns, irrespective of the 

authenticity and reputations 

of the organization. These 

could include valid organizations 

that are compromised by threat 

actors,  organizations that act as  

a front for attackers or organizations 

that are owned by threat actors.  

In any of these use cases, messages 

coming from these accounts will be 

flagged as a phish even if they 

impersonate a  trusted partner. 



5 / SUPPLY CHAIN ATTACKS WHITE PAPER / AREA1SECURITY.COM

44 55 66 77

A WEAK LINK IN YOUR SUPPLY CHAIN EQUATES TO A VULNERABILITY 
WITHIN YOUR OWN ENTERPRISE SECURITY ECOSYSTEM.  

To assess potential email security risks from your network of partners and suppliers,  

contact us to request a free Phishing Risk Assessment.

In order to detect these, Area 1 employs a diverse set of analytics to understand the  
authenticity of the message across the        different supply chain phishing use cases:7

Compromised Partner 
Accounts, New Domain 
Campaigns:  
 
A recurring tactic for attackers  

is to leverage new domains to 

send out campaigns or reference 

new domains within a phishing 

message from a compromised 

partner.  Area 1 uniquely 

combines domain age of any 

or all elements within the 

message and uses it as a singular 

determining factor* or as one of 

many factors while determining 

if the message is valid. Attackers 

using this tactic consistently get 

caught even if they are sending 

messages from a valid partner.

* Customers can choose to use 
singular or multiple determining 
factors. Many of our highly 
security conscious customers 
choose to use singular 
determining factors.

Compromised Partner 
Accounts, Malicious 
Payloads/Invoices:  
 
Another popular method is  

to compromise a partner, 

especially a financial or  

a payment partner, and 

leverage a known employee 

name to send out malicious 

or fake invoices for payment. 

These invoices could contain 

an active payload (such as 

VBA, PE, EXE, etc.) to breach 

the partner, or link to a fake 

invoice payment site luring the 

user to part with credentials 

or make payments to an 

attacker account. Area 1’s 

payload analytics on 

the attachments and URL 

analytics on the link 

catches these campaigns 

irrespective of the source 

and origin of the campaign.  

Compromised Partner 
Accounts, Partner/
Infiltrated Supply  
Chain BEC:  
 
Business Email  

Compromise (BEC) attacks 

have skyrocketed in recent 

years. A new variation of this 

technique is infiltrated 

supply chain-based BEC 

attacks, where the message 

originates from a valid, 

compromised business 

partner; has no payload, file  

or URL; and impersonates  

a trusted associate at the 

partner site. Area 1 

utilizes multi-variate 

analytics, including 

campaign source analysis, 

message sentiment and 

conversational context 

analysis, and partner 

social graphing, to 

surface if the message is an 

infiltrated supply chain BEC.

Partner  
Spoofing:  
 
Oftentimes, attackers may 

not have actually compro-

mised a partner but may 

spoof a partner to lure 

unsuspecting users. This 

could be through a domain 

spoof or registering lookalike 

partner domains to trick the 

recipient into interacting 

with the message. Area 1’s 

service uniquely combines 

cousin domain/lookalike 

domain detection that 

extends to partner 

domains, along with employing 

enhanced Sender Verification 

techniques that go beyond 

traditional Email Authentication 

checks. 

https://www.area1security.com/phishing-risk-assessment/
https://www.area1security.com/bec-supply-chain-phishing-ebook/
https://www.area1security.com/bec-supply-chain-phishing-ebook/
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A few examples of Supply Chain  
Phishing Attacks, intercepted by Area 1:

APPENDIX A:  
Examples of Compromised Supplier, BEC Invoice Fraud Attacks

$24.5 MILLION   Fraudulent Invoice Payment Stopped by Area 1 

INDUSTRY: INDUSTRY:  
F500 Transportation

EMAIL ENVIRONMENT: EMAIL ENVIRONMENT:  

Proofpoint

TYPE:TYPE:  

BEC Type 4, Invoice Fraud

EMAIL CHAIN LENGTH:EMAIL CHAIN LENGTH:  7

DAYS IN PROGRESS:DAYS IN PROGRESS:  20+ 

PHISHING DESCRIPTION:PHISHING DESCRIPTION:  

Attacker compromised the target 

organization’s key vendor, accessed 

the invoicing systems, then created 

a fraudulent change request to the 

supplier’s invoice PDF 
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$400K   Fraudulent Invoice Payment Stopped by Area 1 

INDUSTRY:INDUSTRY:  F500 Transportation

EMAIL ENVIRONMENT:  EMAIL ENVIRONMENT:  
Microsoft 365

TYPE:  TYPE:  BEC Type 4, Invoice Fraud

EMAIL CHAIN LENGTH:EMAIL CHAIN LENGTH:  9

DAYS IN PROGRESS:DAYS IN PROGRESS:  90+ 

PHISHING DESCRIPTION:  PHISHING DESCRIPTION:  
Attacker compromised the target 

organization’s key vendor then 

successfully emailed multiple 

department heads to secure  

additional budget for an annual  

contract renewal.

INDUSTRY:INDUSTRY:  F500 Consumer Services

EMAIL ENVIRONMENT:EMAIL ENVIRONMENT:   Cisco 

IronPort

TYPE:  TYPE:  BEC Type 4, Invoice Fraud 

EMAIL CHAIN LENGTH: EMAIL CHAIN LENGTH: 5

DAYS IN PROGRESS:DAYS IN PROGRESS:  Nearly 20 

PHISHING DESCRIPTION:  PHISHING DESCRIPTION:  
After compromising the target 

organization’s vendor, the attacker 

successfully reached the organization’s 

CFO to confirm invoice payment 

approval. 

$200K   Fraudulent Invoice Payment Stopped by Area 1 

APPENDIX A:  
Examples of Compromised Supplier, BEC Invoice Fraud Attacks
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INDUSTRY:  INDUSTRY:  
F500 Financial Services

EMAIL ENVIRONMENT:  EMAIL ENVIRONMENT:  
Proofpoint

TYPE:TYPE:  

BEC Type 4, Invoice Fraud

EMAIL CHAIN LENGTH:EMAIL CHAIN LENGTH:  3

DAYS IN PROGRESS:DAYS IN PROGRESS:  Nearly 40 

PHISHING DESCRIPTION:PHISHING DESCRIPTION:  

After compromising the target 

organization’s vendor, the attacker 

successfully secured ACH payment  

details from the organization’s senior 

credit controller.

APPENDIX A:  
Examples of Compromised Supplier, BEC Invoice Fraud Attacks

$37K   Fraudulent Invoice Payment Stopped by Area 1 
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Compromised Partner:  
Fake Invoice, URL Campaign

APPENDIX B: Examples of Tactics and Malicious 
Payloads Used in Supply Chain Phishing

Example of a compromised partner’s account being used to phish using a fake invoice lure:
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Example of a compromised partner’s account being used to phish using an Office 365 credential harvester: 

Compromised Partner:  
URL Campaign, Credential Harvester

APPENDIX B: Examples of Tactics and Malicious 
Payloads Used in Supply Chain Phishing
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Example of a compromised partner’s account being used to phish using a malicious  
payload hosted at a legitimate hosting provider: 

Compromised Partner:  
Malicious Payload

APPENDIX B: Examples of Tactics and Malicious 
Payloads Used in Supply Chain Phishing
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About Area 1 Security
Area 1 Security is the only company that preemptively stops Business Email Compromise, 

malware, ransomware and targeted phishing attacks. By focusing on the earliest stages  

of an attack, Area 1 stops phish — the root cause of 95 percent of breaches — 24 days  

(on average) before they launch. Area 1 also offers the cybersecurity industry’s first and  

only performance-based pricing model, Pay-per-Phish. 

Area 1 is trusted by Fortune 500 enterprises across financial services, healthcare, critical 

infrastructure and other industries, to preempt targeted phishing attacks, improve their 

cybersecurity posture, and change outcomes.

Area 1 is a Certified Microsoft Partner, and Google Cloud Technology Partner of the Year  

for Security. To learn more, visit www.area1security.com, follow us on LinkedIn, or subscribe  

to the Phish of the Week newsletter.

https://www.area1security.com/
https://www.linkedin.com/company/area-1-security/
https://www.area1security.com/newsletter-phish-of-the-week/

